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CHMHOICKC M0 TEME

KnébepbesonacHocTb

Yrpo3sbl KMOEPNpPOCTPaHCTBa ABNAOTCA
CEepbe3HbIM BbI3OBOM /11 COBPEMEHHOI0
06LWecTBa, rae 3alMLIEeHHOCTb rpaxaaH, Ux
KaueCTBO YKM3HM BO MHOMOM 3aBUCAT OT
HaOeXKHOWM PaboTbl MHOPACTPYKTYPSI
KOMMbIOTEPHbIX CUCTEM, CeTel nepegadn
[aHHbIX, 06/1aUYHbIX CEPBUCOB XPaHeHUs U
aHanmMaa nHbopMaLmn.

Ha nHdopmMaLMoHHO-aHaNMTUUYECKOM MopTasie roscongress.orq no BbibpaHHOM TeMe Bbl
HauvpeTe:

AHanuTuuyeckmne MeponpuaTtua B Cnunkepsbl 1 CBA3aHHble
MaTepwarbl paMKax ¢popyMoB aKCnepThl TeMbl

45 nybnmnkauunm 76 ceccun 422 yenoBeKa 67 WTYK
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MocnegHue nybnukaumm B 6noke
«AHanuTU4Yeckue Mmatepuanbi»

NCCNEOOBAHNME 27.02.2025

0630p PoHaa PocKoOHrpecc nokasbiBaeT,
KaK 6onblune a3bikoBbie Mogenu U
npeBpaLlaloTCs N3 WTYYHbIX
TEXHONIOrMYECKNX NPOAYKTOB B
CTaHAAPTU3UPOBaHHbLIE MHCTPYMEHThI

Bonblme a3bikoBble Mogenu VI noa BAnsaHWeEM Lenoro psaa
BOonBWHE A3LIKOBLIE baKTopoB NepexolsT U3 KaTeropum yHUKanbHbIX

MOAENM reHepuTHBHOTG MW TEXHONOTMYECKMX MPOAYKTOB B paspsal CTaHOAPTU3MPOBaHHbIX
Or i MHCTPyMeHToB. 06 3TOM rOBOPUTCH B aHaNMTUYeCKOM 0630pe
K CTOHADPTHANPOBOHHOMI TOBOPY «Bonbline 93bIKOBble MOAENN reHepaTUBHOro MIN: OT LWTYUHbIX
WM3LEeNUIA K CTaHOapTU3MPOBaHHOMY TOBapy>, NOAroTOBNEHHOM
skcnepTammn ®oHpa PockoHrpecc.

Byayuwwe TexHonormn  KnbepbesonacHocTb  Po60oTOTEXHMKa

YutaTb nogpobHee —

CTATbBA 13.01.2025

Pa3Butue QOCCMI?ICKOI'O HeCbIpbeBOro 3KcnopTa - 9KOCUCTEMHDbIN
nogaxon

AHanu3 pasBmMTMS POCCUINCKOrO HECBIPBEBOIO HE3HEPreTUYECKOr0 SKCNopTa, BKAKYAs OLUEHKY
pPermnoHasbHbIX, OTPAC/IEBbIX M KOPMOPaTUBHbIX 3KOCUCTEM. ccnenoBaHme akTopoB pocta HHI
1N NpaKTUYeCKMX Moaenem Boixoda Ha MexayHapoaHble pbiHKM Ha ocHoBe NMM3®M-2024.

MMnopTosamelleHne  MHTennekTyanbHas co6CcTBeHHOCTb — Knbepbe3onacHOCTb

HaLmoHanbHbIM MPOeKT «MexayHapoaHas Koornepaums v akcnopT»  MpuknagHble paspaboTkyu  IKCNopT

YunTaTb NogpobHee —

CTATbBA 28.12.2024

LUudpoBasg 6e3onacHocTb B Poccuu: OoTBETCTBEHHOCTb
rocynapcrBa, 6usHeca u obuiectea 2024

KomMnnexkcHoe nccnenoBaHme coctoaHUs umdpoBon 6e30nacHOCTM B Poccun. AHanm3 CTaTUCTUKMA
KnbepnpecTynneHnn, 3aKkoHo4aTEeNbHOr0 PeryampoBaHms U Mep 3almThl. MpeanoxeHuns
no ycuneHuo knbepbesonacHOCTM Ha oCHoBe MaTepmhanos BIP-2024 1 9KCNepTHbIX OLIEHOK.

KnbepbesonacHocTb  [lMpeanpuHmMMaTenscTBo  LindpoBursaums

YunTaTb NogpobHee —
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NMocneaHne nyébnmnkaunm B 6noke

«MeponpuaTtua B paMmkax ¢opyMoB»

NETEPBYPICKMM MEXXOYHAPOHbIV 3KOHOMWYECKKI ®OPYM - 2023

Pa3sButue Kputnyeckom MUHGOPMaLUOHHON MHPPACTPYKTYPbI:

Yrpo3bl U NepcneKkTuBbl
EH 16 niona 2023 ® 10:30-11:30

KntoueBblie BbIBOAbI

Kputunueckas
nHdopMauUoHHanA
MHbpacTPyKTypa npoxoauT
aKTUBHYIO undpposmusaumio

Poccuu yaaeTtcsa coxpaHaTb
cTabunbHyto paboTy
KPUTUYECKOM
MHPOPMaLUOHHOMN
NMHPPACTPYKTYpPbI

© ®oHfA PockoHrpecc

MopepaTop

Uropb JlanyHoB

CTapwuin BULLE-NPE3NAEHT MO MHbOPMaLMOHHOW
beszonacHocTK, MAQ «PocTenekoM»; reHepasbHbl AMPEKTOoP,
K «Conap»

Poccuickas @egepaums HAXOAMUTCS Ha NepeaHeM Kpato <..>
uUMPpoBmM3aLUMMN KPUTUYECKON MHOOPMALIMOHHOM
nHbpacTpyKTypbl [KN. — Pen.]. Hawa cuctema
roCy[oapCTBEHHOrO yNpaBAeHus, KpeamTHo-GuHaHcoBas
cdepa, MPOMBILLIEHHOCTb, OMacHbIe MPOM3BOACTBA Y)Ke AaBHO
warHyam B "unopy”, <..> B pasBuTHE CBOEro H13Heca uepes
MHGOPMaLMOHHbIE TeEXHONOrMK — Mropb JianyHoB, CTapwimi
BULIE-NPE3NAEHT N0 MHPOPMaLMOHHOM besonacHocTH, MAO
«PocTenekom»; reHepanbHbI AMPEKTOpP, «PocTenekom-
Conap».

MpW HbIHEWHeM 1 ByayUEeM YPOBHE PasBUTUS TEXHOMOMMI Y
HaC O4YeHb Masno YTO OCTAHETCS B STOM XKU3HMW, YTO He byneT
ob6bekToM KN — Bacuaui LLinak, 3amecTutenb MuHucTpa
MPOMbIWAEHHOCTU M Toproenu Poccuiickon ®enepaumm.

YpoBeHb aTak BbIpOC Kak NpodeccroHanbHo, Tak M MacCOoBO.
Mbl CTOUM, epPXKUMCH. 3TO FOBOPUT O TOM, YTO Y Hac B BCe
O0CTaTouYHO Hennoxo. byaeT elle nyyue — EBreHmm
Kacnepckum, MeHepanbHbit anpekTop, AQ «JlabopaTopus
Kacnepckoro».

Cenyac Mbl BCE OTHOCKMCS K 3TOM CUTyaUMM KaK K OeXYPHOM.
MOHATHO, YTO 3TO BOIHAMM BYAET MPUXOANTb-YX0ANTb. HO He
HY>KHO HUKaKMX MNNKO3K1M Ha TEMY TOrO, YTO 3TO NPEKPaTUTCS.
<..> Mbl HaxoaMMCs B COCTOSAHUM KnbepBomHbl. OHa byaeT
YXXECTOUaTbCs, CTAHOBUTLCH YMHee, xntpee — AMUTPUI
3ayapc, 3aMecTuUTeNb NpeacenaTens npasneHus,
«[asnpoMbaHK» (AKLIMOHEepHOe 06LLeCTRBO).
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EcTb kKauecTBeHHble HapPaboTKK, eCTb 3PdEKTUBHbLIE BU3HEC-
MPOLLECCHI Y 3aKa34MKOB, ECTb BOSA A5 3TOro. Mol cebs
4yBCTBYEM [0CTATOYHO YBEPEHHO — EBreHmin YapkuH,
3aMecTuTenb reHepansHoro ampektopa, OAO «Poccuinckme
»KenesHble ooporm».

YunTaTb UTOrN ANCKYCCUM NOJHOCTbIO —

METEPBYPICKM MEXOYHAPOOHbIN 3KOHOMUYECK ©OPYM - 2022

NHdopmMaumnoHHag 6opbba: 3almTa HaLUMOHAAbHOIr0 MEAUNHOIO

cyBepeHuTeTa
B 16 nions 2022 ©® 15:00—16:15

MopepaTop

Bagum TakMmeHeB

Teneseayuwmn, AO «TenekoMmnaHma HTB»

KnioueBble BbiBOAbI

Poccuiickas IT-oTpacinb Celuac Te npouecchl N0 BHeApeHMO KnbepbesonacHOCTH,

obnapaeT BbICOKUM KOTOPbIE B OPYTMX KOMMaHWAX U CTpaHax NpPOXoadaT 3a rofbl v

noTeHUuanoM ans pasBuTus HUKOrAa He OOXOAAT A0 KOHLLA, Mbl MponaeM 3a MecsLbl. U B
pesynbTaTe BCeW 3TOW UCTOPUM Mbl BbIMOEM HE TOSIbKO C
CaMbIM BENMKONEMHbBIM COGTOM, KOTOPbIN OBHapy>Km1BaeT
XaKepcKMe aTaku, MOTOMY YTO OH BYLET BbIKOBaH B 6010, y Hac
ByOyT CaMbll KOHKYPEHTHbIN CODT 1 CaMble Nydllne noau,
KOTOpble B COCTOAHMM aTakaM NMpoTUBOCTOATb — bapaHoB
Oenuc, MeHepanbHbi anpekTop, Positive Technologies.

HekoTopble koMnaHuK, Takme kak Netflix, npocTo ywnu,
NPOLEMOHCTPMPOBaB CBOE OTHOLWEHMe K Nosib3oBaTensdm. Ho
015 HalWKMX KOMNaHKM 3TO BOMPOC BO3MOXXHOCTEW, MOTOMY UTO
ayauTopus Netflix nnaBHO NnepeTekna Ha Halww NaaTHble
cepBuCbl. Haw oHnamH-KnHoTeaTp "lpemMbep”, 6e3ycnoBHO,
beHedbuUuMap, MOCKOSbKY Mbl MOMYYMUAN OOCTATOYHbIN NPUTOK
NNaTHbIX NOAMNMCYMKOB M NONb30BaTENEN HALLEro cepBuca.
Ecnm roBopnTb NPO NOMb30BATENBCKMIA KOHTEHT, TO B CTpaHe
CyLLeCTByeT AOCTaTOUYHOE KOJIMHYECTBO PECYPCOB, 3TO U
BKKkoOHTaKTe, 1 Haw Rutube, 1 Haw Yappi, KOTOpbIX
OEMOHCTPUPYET SKCMOHEeHLManbHbIM pocT. ECnu elle B sHBape
MecauHas ayamuTopusa nnatdopmbl Rutube 6bina 11 MaH
nonb3oBaTenemn, To CeroaHs OHa npesbilaeT 25 MAH
nonb3oBaTenen — XXapoB AnekcaHap, 'eHepanbHbl ONPEKTOP,
AO «lasnpoM-Meana XonamHr».
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B Poccuu BbICOKUI YpOBEHb CooTBeTCTBYOLWME 06bEKTLI KOUTNUECKON MHOPMALIMOHHOMN

Knbep3awmTbl OT BHELHUX MHGPaCTPYKTYypPbl B OCHOBHOM Haanexallnm 06pa3om

yrpos 3almuLeHbl. <..> MNMpolweawne YeTblpe MecsLa nokasanu, 4To
cuctemMa paboTaeT. MHPopMauMoHHOe NPOCTPaHCTBO YCTOSAO,
3HaYMMble 06BEKTbI KPUTUYECKOM MHPOPMALIMOHHON
MHGPacTPYKTYpPbl MOpaeHbl He Hbln — MypalioB Hukonam,
3amMecTuTeNb aMpexkTopa, HauroHanbHbIN KOOPAMHALMOHHbIN
LEeHTP MO KOMMbIOTEPHBIM MHUMOEHTaM.

B nabopaTopum KacnepcKkoro — kpyTas rpynna cneuyanmcToB
B 06nacTn nHGopMbEe30MacHOCTH. B LIeNOM Ha BCHO NNaHeTy
TaKMX 3KCMepToB Napa CoTeH. 3 3Ton napbl coTeH Hosblias
4YaCTb HaxoOMTCS B Hallen CTpaHe. Y Hac KpyTble MO3ru,
KpyTble MaTeMaTKKM. <..> OTTOKa anTULWHMKOB Y Hac 60bLOro
He HabntogaeTcs. B uenoM He yxoaaT Ntoam, a KoNnMyecTBO
HalMa pacTeT, K HaM NpUXoasaT oA — MounceeB AnekcaHap,
3aMecTuTeNb reHepanbHoro aupekTopa, AO «la3npom-meama
XONAMHM»; reHepanbHblv AMpeKTop, Rutube.

YunTaTb UTOrN ANCKYCCUM NOJHOCTHIO —

METEPBYPICKM MEXOYHAPOOHbIN 3KOHOMUYECK ©OPYM - 2022

MunuTtapusauus KMGGQHQOCTQaHCTBa: KaK I'IQOﬁTM naeanbHbIN

LWTOPM
4 16 nioHa 2022 ® 1:00-12:15

MopepaTop

EkaTepuHa FropgoH

PykoBoAWTENb, € 'OPAOH 1 CbIHOBbA»; 0OLLECTBEHHbIN AeaTeNb

KnioueBble BbiBOAbI

ATtakn Ha CMU n «Bce 0oCTynHble MUPOBbIE PECYPChI BbiNV 3a4eMCTBOBaHbI AN
rocygapcTBeHHble pecypchbl aTaK Ha poccuickme pecypcbl. C nepsbix aHen CBO 6bin
Poccuiickon depepaunm BbISIOXKEH B OTKPbITbIM JOCTYMN BECb MHCTPYMEHTapuin Ans
XOpOoLLUOo opraHn3oBaHbl U DDoS-aTak ¢ KOMMeHTapueM ,TONbKO BepuTe 1 NONb3YyMTeCh".
npodrHaAHCUPOBaHbI [MepBble, KTO 6bi1 Moa 60bLUMM AaBNeHMeM aTak, — 3To CMIA.

MHOro 6bi10 MONbITOK aTak Ha rOCyAapCTBEHHbIE W COLMANbHO
3HauYMMble PeCcypChbl, U 3TO A0 CUX MOP CEPbE3HbLIN BEKTOP aTak.
Bce 310 npuuenbHble npodeccuoHanbHble aTaku Ha Halwm
pocCunCKMe pecypchl. ayT uenesble aTaku 1 paboTatoT
rpynnbl, 3TW KOMaHObl XOPOLWOo dMHaHCKHpyoTCs. Bece 3anagHbie
cTpaHbl — CLUA, VI3panib — rOBOPST O HaINUMK Y HX
Kubepapmui, cneunoapasaenerHnit, KoTopble y4acTBYHOT B
NPOTMBOCTOSAHUM B KMbepnpocTpaHcTBe» — J1anyHOB VIropsb,
Buue-npe3naeHT no MHbopMaLMoHHOM 6e3onacHocTH, MAO
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«PocTenexkom».

«3TOT BOMPOC HepooLueHmBancs. besycnoBHo, 3T0 HaLWI0 CBOe
oTpakeHue, gencTentensHo DDoS-aTakum npesblillan Bce
HaLUK OMbITbl 32 BPeMS CylleCTBOBaHUA NHTepHeTa. bonee
NoNyMUNNNOHA YENOBEK Yy4acTBOBaNM B 3ToM, 90%
MHOPACTPYKTYpbl FOCCEKTOPa NOABEPranCh aTakam» —
MaTtBeeBa TaTbsiHa, HavanbHUK YnpasieHus MNpeanaeHTa
Poccuickon @epepaumm No pasBnTUO MHGOPMaLMOHHO-
KOMMYHUKALUMOHHbBIX TEXHONOMMN 1 MHOPACTPYKTYpPbl CBA3N.

«4 cumTato, 4yTo Poccum ob6baBNEHa NonHoMaclLTabHas
KnbepBoOMHa yxe ceidac. Mo HalwmM pacyeTaM, 0AHOBPEMEHHO
yJyacTByloWMX B KMbepynapax — 6onee 100 ThicaY yenoBek» —
KyaHeloB CTaHucnas, 3amecTuTens MNpeaceaatens
MpaBneHuns, CoepbaHk.

«Y nobom KnbepaTakm eCTb UCMOHUTENDb, KOTOPbLIN AenaeT 3To
3a [eHbINM, 1 eCTb XaKepCKMe rpynmbl, KOTOPble BeCbMa
HEeMnI0xo CKOOPAMHMPOBaHbI. CTOMUT Kakas-To Bbiroga: 1Mbo oHa
KOMMepuecKast, TMbo NonmnTMYeckas, TO eCTb KTO-TO AOHKEH
dMHaHCMPOBaTb Takoe ,yaO0BONLCTBME » — Moncees
AnekcaHap, 3aMecTuTeNb reHepanbHoro ampekTopa, A0
«lasnpoM-meamna XONAMHIr»; reHepanbHbi AupekTop, Rutube.

«PaHblwe KmnbepaTakm bblnv HanpaBAeHbl Ha XULLEHWE
OEHEXHbIX CPEACTB M MepCOHanbHbIX AaHHbIX. Cenyac Lenu
HEKOMMepPYeCKMe, CKOOPANHMPOBaHLI U HanpaB/eHbl Ha
paspyleHme MHGopMaLMOHHOM MHGPACTPYKTYpbI» — LLonToB
AnekcaHap, 3aMecTuTenb MUHUCTPa UMGPOBOro PasBUTUS,
CBS3K 1 MacCOBbIX KOMMYHUKaUMn Poccuiickon Genepaumm.

FocynapcTBO M 6M3HeC «B L1eN0M MHe KaykeTcs, UTo BCce pecypcbl 6biim
o6beamMHUNUCh B 60pbbe 3a 3aAeicTBOBaHbI Ha Npenesne. Halm KoMnaHnn 06beaANHNANCH U
Knbepb6e3onacHoOCTb B C/IOXHbII MOMEHT BPEMEHM CTasu WMTOM, NOMOrasam no BCem

npocbbamM. Mbl CMOFIM MOBMAM30BaTHCS Nepes TMLOM
BHeLUHEeW yrpo3bl. 1 MOXKHO CKasaTb, UTO Mbl BbICTOSIM B
paMKax 3Toro yapa, KoTopbi cenyac ecTb» — MaTBeeBa
TaTtbsiHa, HauanbHWK Ynpasnexus MNpesngeHTa Poccuinckom
®denepaumm No pasBUTUD MHGOPMaLMOHHO-
KOMMYHUKaLUMOHHbIX TEXHONOTMW 1 MHOPACTPYKTYpPbl CBA3N.

«Hala cMcTemMa B MOMEHT, Kora NpomsoLLo cobbiTue,
aKTMBM3MPOBaNach 1 nepeLna B Apyron pexmm
bYHKLUMOHUPOBAHMA, B TOM UMC/e 9TO NMOMOrJI0 BbICTOAT.
Mntoc y Hac B CTpaHe CyLWeCTBYIOT CUIbHble KOMMaHWM B
06nacTu KMbepbesonacHOCTH, B TOM UMC/e MOTOMY, UTO
roCyAapcTBO TaKyo MOAMTUKY NpoBOAMNIO» — LLlonToB
AnekcaHap. 3aMecTnTenb MMHUCTPa LMOPOBOrO PasBmUTUS,
CBA3M M MacCoBbIX KOMMYHMKaLMit Poccuitckon Penepaliin.

YunTaTb UTOrN ANCKYCCUM NOJHOCTHIO —
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Cnukepbl 1 aKcnepThl

Bnagumup Kpemep 3 unTarsl
[naBHbI MHxeHep, 000 «baluknpcKan reHepurpytoLlas 2 MeponpuATUS
KOMMaHus»

Bunbam KeeHnpe 2 MeponpuaTus

MapTHep-coocHoBaTenb, Africana Infrastructure Capital

Anekcangp Nauw 1meponpuatvie
[NaBHbI cneunanmMcT-aKCnepT oTAeNa NpaBoBoro

obecnedeHns MexxayHapoaHOM 9KOHOMUYECKOM

MHTEerpaumMm aenapTaMeHTa MexkayHapoaHoro npasa u

COTpyaHWYecTBa, MMHUCTEPCTBO OCTULMM Poccuiickom

Pepepauinn

Anekceli CennxoB 1 MeponpusThe
PykoBoauTeNb HanpasneHus aHtudpoaa, EQVHbIV LIYNC

Anekcenn ®epopos 12 yvar
Buue-npe3naeHT, AO «laznpomMbaHk»; PykoBoamTeb 42 MepornpuaTig
Hay4HOW rpynnbl «KBaHTOBbIE MHOOPMALMOHHbIE 1 aHanUTUYeCKMiA
TEeXHON0orMm», POCCUNCKMIA KBAHTOBbIN LIEHTP; AMPEKTOP Marepuan

WMHCTUTYTa QU3NKU 1 KBAHTOBOW MHXKEHepUU, YHUBEPCUTET
Haykun 1 TexHonornm MNCNC; uneH KoopaAnHaLMOHHOTO
COBeTa MO AeflaM MONOOEXM B HAYUHOM U
obpasoBaTenbHoOM chepax CoseTa npu MNpeavaeHTe
Poccuickon depepaumn no Hayke 1 06pa3oBaHMIo

Omntpun Fapgapb 2 umTaThl
BuLe-npesnaeHT — AMPEeKTop AenapTaMeHTa 3 MeponpuaTHs

MHPOPMaLMOHHOM Be3onacHOCTH, TUHBKOD®
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XoKoH BuyM Jln 1 mMeponpusTre
NaBHbIM TexHndeckn aupekTop, Opera Software

mr
*n

7

Makcum Kysiok luuTaTta
FeHepanbHbIM AMPEKTOP, XONAMHI «KTexHOANHaMMKa» 1 meponpuaTue
HOpuit MakcumoB SupTat
CoocHosaTenb, Positive Technologies; coocHoBaTesb, 7 MeponpuaTyid
Cyberus

Onbra flepryHoBa 15 uprat
3amecTuTenb MpesnaeHTa - Mpencenatend MNpasneHus, 12 MeponpuATI

BaHk BTE (MAQ)

BukTop ManaruH 4 unTaThl
3aMecTuUTe b reHepasbHoro AMpexKTopa no 6e30MacHoOCTH, 1 MeponpusThe

MAO «PocceTmn»

CMOTQeTb NOJIHbIN CANCOK CI'IMKEQOB Y 3KCMepToB —
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Cnucok TeM, cBA3aHHbIX C BbIbpaHHOW TEMOM,
WU KONIMYeCcTBO MaTepuanoB No HUM

TeMbl AHanuTuueckme Ceccuu B paMKax Cnukepbl
MaTepuanbl dopymoB M 3KCnepThbl

Lindposmsaumsa 26 50 272
IT-uHaoycTpua 15 27 206
Bonblwimne naHHble 6 n 108
[MpaBoOBOE peryaMpoBaHue 1 8 50
CKYCCTBEHHBIN MHTENNEKT 5 4 47
MpeanpUHMMaTENbCTBO 5 4 28
MHTepHEeT Bellewn 7 2 20

PUHaHCOBbIN PbIHOK

I
lo
N
~

VIHHOBaLWMOHHasa MHGpacTpPyKTypa 1

lon
[oN
N

KBaHTOBble TEXHOIOMMM

(IN
o
N
o

MHTennekTyanbHasa co6CTBEHHOCTb

N
N
-
Ne)

CoBpeMeHHbI NoTpebuTens

I~
RN
~

JKOHOMMYECKOE COTPpyAHNYECTBO N
MHTEerpayn4d

I
I

HauwoHasnbHasa nporpamMma
«Undposas akoHOMKMKa Poccuinckom
denepaunm»

RN
[N
N
o

BaHKoBCKMM B3HEC

N
N

12

CMOTpEeTb NOMIHbIN CNUCOK CBA3AHHbIX TEM —
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